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The company’s new HSM On Demand service kicked off a flurry of hardware security module offerings from AWS, 
Utimaco and Yubico. Its latest move is the announcement of SafeNet Data Protection On Demand, which includes on-
demand HSM, data encryption, key management and key-brokering services. 
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As we have noted in recent reports, the staid encryption market has been abuzz with activity of late, 
particularly surrounding hardware security modules (HSMs). AWS recently announced a cloud HSM 
based on technology from Cavium, Utimaco launched a HSM targeting the payments industry, and 
authentication vendor Yubico has come to market with a midrange general-purpose HSM targeting 
opportunities for protecting servers and devices in non-FIPS-compliant environments.

This flurry of activity was kicked off earlier this year by encryption and key management giant Gemalto, 
which this week agreed to be acquired by Thales Group for $5.7bn in cash. Gemalto announced its own 
HSM-as-a-service and key broker-as-a-service plays as part of a broader push to deliver more security 
capabilities via a SaaS model that includes a new identity-as-a-service (IDaaS) offering. The most recent 
update is the SafeNet Data Protection On Demand platform, which features four core data security 
capabilities delivered as on-demand services: encryption, key management, key brokering and HSM.

T H E  4 5 1  TA K E
The well-documented rise of data breaches in the past few years has simultaneously shined a light on 
the limitations of traditional network-based approaches to security and also the benefits of a data-
driven approach to securing sensitive resources, particularly as new government regulations such as 
the upcoming GDPR take effect. Yet both anecdotal evidence and survey work by 451 Research high-
light two primary hurdles to broader adoption of data security: complexity and shortage of staff. We 
have spoken with many enterprise customers in the past few years, both large and small, that would 
like to do more with encryption, but are put off by the prospect of managing the crypto processes 
themselves, particularly key management. As such, we are strong believers in the desirability of – and 
inevitable market demand for – a greater degree of data security capabilities delivered as a service, 
particularly in light of a chronic shortage of skilled security staff and increasing regulatory burdens.

C O N T E X T
Gemalto SafeNet is the result of Amsterdam-based Gemalto’s acquisition of SafeNet in 2014 for $890m. SafeNet 
was founded in 1983 and expanded its data security capabilities via the purchases of Cryptocard (authentication 
as a service), Aladdin Knowledge Systems (hardware tokens and software license management), Ingrian Networks 
(database and file encryption for datacenters) and Beep Science (digital rights management).

The former SafeNet assets comprise the bulk of Gemalto’s Enterprise & Cybersecurity Group, which has two core 
segments: the SafeNet data encryption and key management offerings; and the SafeNet identity and access man-
agement products, which include SafeNet Authentication Service (SAS), SafeNet Trusted Access and SafeNet PKI 
credential management. The company reports that SAS currently has over 5,000 enterprise customers and about 
4.5 million active users, and handles roughly 1.5 million authentications per day.

P R O D U C TS
SafeNet Data Protection On Demand consists of four separate modules: Hardware Security Module On Demand, 
Key Broker On Demand, Key Management on Demand and Encryption On Demand. Hardware Security Module On 
Demand was released in July and is designed to address the most common use cases for HSMs such as providing 
a general key vault, a key vault for Oracle TDE databases and digital signing, and protecting private keys issued by 
a certificate authority in PKI deployments. Key Broker On Demand is intended to allow enterprises to create key 
material and manage and maintain control of keys in cloud and SaaS environments while leveraging the security 
functionality offered by cloud providers, currently Salesforce with Shield. Key Management On Demand utilizes 
the KMIP protocol to provide full lifecycle management of encryption keys for use cases like VM encryption and 
code signing for deployment in developing mobile apps or in DevOps environments. Encryption on Demand is 
designed to protect any form of sensitive data such as files, folders, databases, VMs or storage environments, re-
gardless of where they reside.
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ST R AT EGY
One of the clear goals with SafeNet Data Protection On Demand is to help provide value above and beyond what 
customers can already get from cloud vendors such as AWS, Microsoft Azure, Box or Salesforce, as well as offer 
a single-pane-of-glass view for clients operating in multi-cloud environments that need a more flexible way of 
managing a high volume of keys across multiple clouds. Gemalto also provides enterprises with visibility into the 
lifecycle of their keys regardless of which platform they reside on, as well as key revocation capabilities and the 
ability to recycle keys more frequently than what is possible with some cloud firms. Additionally, enterprises can 
generate keys by Gemalto, rather than employ a tenant secret as is the case with certain cloud providers, giving 
full control over master keys.

Ease of deployment and complexity has long been an adoption barrier for enterprises looking to deploy data se-
curity in the form of HSMs, encryption and key management, particularly for underserved markets such as SMBs, 
where crypto expertise is typically limited. Gemalto’s answer is with a marketplace approach similar to an App 
Store for data protection that consists of several individual use cases (which the vendor refers to as ‘tiles’). Users 
can simply click on a tile and deploy the application, with provisioning workflows represented by a popup wizard 
to help ease the deployment of each tile. Gemalto claims that HSMs can be stood up in less than five minutes 
rather than hours.

Pricing is consumption-based and is adjusted based on several variables such as the number of applications and 
keys, as well as performance levels. In terms of go-to-market strategy, Gemalto plans to leverage its extensive 
partner community with a multi-tier, white-label approach to allow service providers and integrators to build 
the service into their own portfolios, similar to its existing strategy with SAS. Roadmap items include increasing 
capacity to manage a larger number of keys, boosting performance and scalability to meet the needs of payment 
industry providers, FIPS certification, and support for a wider variety of cloud suppliers and applications.

C O M P E T I T I O N
In contrast to many overcrowded sectors of cybersecurity, the number of players providing encryption, key man-
agement and HSMs is relatively small. ‘Platform’ encryption firms include industry heavyweights such as Gemalto 
SafeNet, Thales e-Security and IBM, as well as Micro Focus (following the pickup of HPE’s software assets), PKWARE, 
Microsoft, Protegrity, Symantec, Sophos and Dell EMC (CloudLink).

With respect to key management, most encryption vendors offer some form of either software- or hardware-
based key management. Specialists with capabilities around software-based management of encryption keys, 
SSH keys and digital certificates include Venafi, Entrust Datacard and Intuit (via the acquisition of Porticor).

The HSM market can be divided into two overall segments: general-purpose HSMs, and HSMs for payment pro-
cessing (e-payments, card issuance, interbank clearance, etc.) – both categories are dominated by Thales e-Securi-
ty and Gemalto, with new offerings from the likes of Utimaco and Yubico. Other HSM providers include Micro Fo-
cus, IBM, Atos, Ultra Electronics Holdings (AEP), Townsend Security and SPYRUS, as well as recent entrant Cavium.

Thales e-Security does not currently have an HSM as a service, but does offer its HSM as an OEM for cloud suppli-
ers. However, Thales e-Security does have a key management-as-a-service offering, and also has the nShield Web 
Services Crypto API that enables customer applications that reside either in traditional datacenters or the cloud 
to push commands to their on-premises nShield HSMs employing web service calls without integrating their ap-
plications directly with nShield.

As a greater share of IT workloads shift to the cloud, AWS has the potential to be a dominant presence in HSMs. 
AWS has long offered its own CloudHSM service, initially based on Gemalto SafeNet’s Luna HSM, but now also uti-
lizing a version produced by Cavium. Microsoft provides an HSM for Azure (Key Vault) based on an OEM relation-
ship with Thales e-Security, and we would expect Google to introduce an HSM option for Google Cloud Platform 
or G-Suite customers. We have also written previously about KeyNexus, which at the time provided a cloud-based 
HSM it referred to as key storage as a service targeting SMBs deploying AWS, particularly EC2 and S3.



SWOT ANALYSIS
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STRENGTHS
Gemalto can offer a broad range of encryp-
tion and key management services while 
abstracting from physical deployments and 
reducing the need for scarce security staff.

WEAKNESSES
Capacity, performance and certifications will 
likely be raised in future versions to support 
a wider variety of use cases such as payment 
processing, as well as more cloud providers.

OPPORTUNITIES
We are strong believers in the desirability of – 
and inevitable market demand for – a greater 
degree of data security capabilities delivered 
as a service, particularly in light of a chronic 
shortage of skilled security staff and increas-
ing regulatory burdens.

THREATS
The primary question for Gemalto – and all 
independent, third-party encryption vendors 
– will be how to add value on top of what most 
cloud suppliers offer, and how large the re-
maining opportunity will be.


